
Page 1Page 1

Administrator
Typewritten Text
Topic Wise

Administrator
Typewritten Text

Administrator
Typewritten Text

Administrator
Typewritten Text

Administrator
Typewritten Text

Administrator
Typewritten Text

Administrator
Typewritten Text

Administrator
Typewritten Text

Administrator
Typewritten Text

Administrator
Typewritten Text

Administrator
Typewritten Text
Topic Wise 

Administrator
Typewritten Text

Administrator
Typewritten Text

Administrator
Typewritten Text

Administrator
Typewritten Text
topic

https://bit.ly/38Y4L7V
https://bit.ly/38Y4L7V


Extreme measure: The Hindu Editorial on false claims and arrests 2

Reshaping the world’s responses to the terror matrix 4

Leveraging voice technology to combat cyber-fraud 7

Union Home and Cooperation Minister Shri Amit Shah launched the Border Security Force (BSF)

mobile app ‘Prahari’ and revised version of 13 manuals in New Delhi today 10

                                             Index



Page 2

cr
ac

kIA
S.co

m

Source : www.thehindu.com Date : 2022-12-08
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A political party’s spokesman has been arrested for sharing an apparently false claim about the
expenditure involved in Prime Minister Narendra Modi’s visit to Morbi in Gujarat, in November, in
the aftermath of the collapse of a bridge that caused nearly 140 deaths. Even if the claim that a
fabulous sum of money was spent on preparations and the renovation of facilities for the visit
was false, the arrest of Saket Gokhale, spokesman of the All India Trinamool Congress, is in
striking contrast to the fact that the promoters and executives of the company, whose negligence
could have caused the recently renovated bridge to collapse, have not been detained so far. It is
difficult not to highlight the irony involved, as the penal sections invoked against Mr. Gokhale for
the offence of forgery attract prison terms of two to three years only; whereas the acts of
commission and omission that led to such a high fatality figure are punishable with prison terms
ranging from 10 years to life. Nothing but an intention to teach a lesson to an Opposition political
activist can explain the arrest of Mr. Gokhale when he could, instead, have been summoned for
an inquiry. It is one of those cases in which arrest is obviously avoidable, even if the government
of the day is seriously aggrieved by the purported falsehood in the claim that he shared on
Twitter.

That police custody was sought and obtained in a case in which not much is needed to be
investigated or unearthed — except perhaps the provenance of the purported Right to
Information reply that contained the false claim — is quite strikingly indicative of vendetta.
Another aspect, which is taking place with disturbing frequency, is the fact that the Gujarat police
went to Jaipur in time to detain Mr. Gokhale and bring him to Ahmedabad. It is disconcerting that
provisions relating to the inter-State operation of criminal law allow anyone to be held by the
police from another State with ease, especially when the arrest is required by a State in which
the Bharatiya Janata Party is the ruling party. It is not clear if the jurisdiction police were
informed about the impending arrest. The dissemination of fake news is indeed a formidable
problem in times when social media are a major source of information. That those with a
significant following on these platforms should exercise due care before sharing information they
receive is also not in doubt. However, it is questionable whether every instance of the
dissemination of possibly false information should lead to arrest, unless grave consequences
are likely to arise. An official fact-check and a legal takedown may well meet the ends of justice.

https://www.thehindu.com/news/national/other-states/tmc-spokesperson-saket-gokhale-arrested-by-gujarat-police-claims-party/article66229441.ece
https://www.thehindu.com/news/national/pm-modi-visits-morbi-bridge-collapse-site/article66081839.ece
https://www.thehindu.com/news/national/other-states/morbi-bridge-tragedy-death-toll-rises-to-140-9-arrested/article66078735.ece
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The Taj Hotel, in November 2008 | Photo Credit: PTI

The world has been witnessing a flurry of meetings and conferences on the issue of countering
terrorism worldwide. The list resembles an alphabetic soup, viz., meetings of the United Nations
Security Council Counter-Terrorism Committee, the No Money for Terror Conference, and an
Interpol Conference in which terrorism figured prominently. The recurring theme has been the
need to wage a coordinated fight against terrorism. Nothing much, however, seems to have
changed. India and Pakistan, for instance, among the most affected by terrorism, have
continued to hurl invectives at each other instead of finding ways to cooperate to deal with the
terrorism menace. Much of the world is continuing on their paths. None of this augurs well for
the fight against terrorism.

An oft-repeated comment is, hence, worth recalling, viz., history is most relevant when it comes
to ensuring a proper understanding of threats such as terrorism, which have a long-term impact.
While there appears to be a lull as far as major terror incidents are concerned, it must not be lost
sight of that it was as recently as at the beginning of this century that the world witnessed
several landmark terror attacks. Two that stood out were the September 11, 2001 terror attack in
New York, and the November 26, 2008 attacks on multiple targets in Mumbai. Both in their own
way reflected the kind of paradigmatic changes that were taking place in the practice of violence.
Both had profound strategic implications. The 9/11 attack heralded what came to be regarded as
‘new age terrorism’, while Mumbai underscored the dangers of state-sponsored terrorism. With
these attacks the cognitive map of terrorism had changed.

Editorial | Countering terror: On action against groups targeting civilians 

This was confirmed by the series of major terror attacks that took place in 2015-16. The attacks
on the Charlie Hebdo offices in Paris (January 2015) and on the Bardo Museum in Tunis (March
2015), were followed by the one in Istanbul (in which several were killed, in 2016) There was
also the attack in Paris again, in November 2015 (in which at least 130 were killed, signalled not
only the emergence of ‘new age’ terrorism but also the rise of new terrorist entities such as the
Islamic State (IS) and the al Qaeda — each with their own caliphs.

During 2016, the IS launched several more spectacular attacks (some with its allies) across
Asia, Europe and North Africa. The intensity has since declined to an extent, but this is offset by

https://www.thehindu.com/opinion/editorial/united-against-terror-the-hindu-editorial-on-unsc-counter-terrorism-committee-meeting-in-india/article66073874.ece
https://www.thehindu.com/news/national/union-home-minister-amit-shah-addresses-concluding-function-of-third-no-money-for-terror-ministerial-conference-on-counter-terrorism-financing/article66157128.ece
https://www.thehindu.com/news/national/union-home-minister-amit-shah-addresses-the-concluding-session-of-90th-interpol-general-assembly/article66039606.ece
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indications of new complicated patterns of relationships among various terrorist conglomerates.
It has provided a fillip to many fringe extremist organisations that nurse a terror mindset. Hence,
it would be wise for those in authority to heed the warning that terrorism could well prove to be
the defining threat of not merely the present, but to future generations as well.

Terrorism remains the omnipresent threat that it has always been. The locales may shift but the
threat remains. While Europe and Asia remain in the cross hairs of different terrorist groups,
Africa and northwest Asia appear to have become the main hunting ground of the al-Qaeda and
IS terrorists. Linkages among terrorist groups, have if anything, become strengthened, and
evidence of this was forthcoming very recently when al-Qaeda leader, Ayman al-Zawahiri
(successor to Osama bin Laden) was identified as living in Kabul in a ‘safe house’ maintained by
the Haqqani Network (which has ties with Pakistan’s intelligence). Zawahiri was eliminated in
July 2022 in a U.S. directed ‘Hell Fire’ missile attack while he was still in Kabul. All this confirms,
if confirmation was required, that al-Qaeda has both an advocacy and an advisory role, vis-à-vis,
the Taliban in Afghanistan.

What is also becoming evident is that al-Qaeda’s activities in particular are becoming more
decentralised. It is finding fertile grounds in the Sahel region of Africa and in Eastern Africa,
apart from its salience in Afghanistan. Among the al-Qaeda’s firmest allies today is,
undoubtedly, the Taliban. The Haqqani Network within the new Taliban government provides
many an opportunity for al-Qaeda to find greater traction across the region.

The belief that the growing ambit of terrorist activities was the primary reason for the recent
spate of meetings on terrorism would, however, be misleading. Very little seems to have been
discussed at these meetings on how to deal with the spate of newer terror groups, i.e., groups
apart from al-Qaeda and the IS, whose ambit of activities had widened and become more
widespread. There is again no indication that the meetings took stock of the fact that ideology
intertwined with religious extremism had become an even more potent threat than previously.
Instead, it would seem that the terrorist ‘handle’ had become a useful ploy for many
governments to drum up support for their various initiatives, without much substance to their
declarations.

Many of the past problems still remain. The declining level of serious terrorist incidents do not,
however, translate into a decline in terrorism. No doubt, today’s scaled-down attacks of little
known targets do not attract public attention. But as in most other fields of human endeavour, it
is the small incidents that portray what could happen in the near and the not too distant future. It
would be unfortunate if counter-terrorism experts across India were not to read proper meanings
into many recent terror attacks, such as the one in Coimbatore (Tamil Nadu) and Mangaluru
(Karnataka) attacks. The incidents may appear relatively insignificant, but are symptomatic of
growing radicalisation and suggestive of the fact that a sizeable base is being built in the
southern region, which could lead to the creation of organisations on the model of the Indian
Mujahideen (of the early 2000s). Constant and careful vigil by counter-terrorism experts is
needed to keep track of not only these activities but also the kind of links that are being
established (under the radar) by global terrorist outfits whose presence is not as widely
advertised as that of al-Qaeda and the IS.

Hence, what is most needed by world leaders, at one level, is not to accept all declarations of a
decline in levels of terrorism at face value and, at another level, not to treat some terrorists as
good and others as bad, based on each nation’s predilections. The next step is to reactivate the
proposal for the Comprehensive Convention on International Terrorism (CCIT) that has been
languishing in the offices of the UN (since India first proposed this in the 1990s), and finalise the
list of items needed to check terrorism globally. Acceptance of the CCIT would send signals far
more potent than empty platitudes by world leaders at global conferences on the need to defeat
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terrorism. Once the CCIT is accepted by the UN, the war on terror would gain a new salience.

Additionally, counter-terrorism agencies the world over need to hone their skills and capabilities
on how best to counter ‘new age terrorism’. There is also a clear need for counter-terrorism
agencies across the world to function in a more coordinated manner, exchanging both
intelligence and tactics. They need to take stock of the newer patterns of terror such as ‘enabled
terrorism’ and ‘remote control terrorism’, viz., violence conceived and guided by controllers
thousands of miles away, positing the dangers of Internet-enabled terrorism. Counter-terrorism
experts will again need to enlarge their expertise to accommodate multi-domain operations, and
undertake terror ‘gaming’, all of which have become essential in today’s day and age.

M.K. Narayanan is a former Director, Intelligence Bureau, a former National Security Adviser
and a former Governor of West Bengal
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‘Voice authentication can significantly improve security over knowledge-based authentication
methods’ | Photo Credit: Getty Images/iStockphoto

Bank and cyber frauds in India are on the rise. According to data by the Reserve Bank of India,
frauds have cost the country an estimated 100 crore a day over the last seven years. The frauds
reported in 2021-22 were 23.69% higher than in the previous year (9,103 cases reported
compared to 7,359 in 2020-21), although there was a decline in the amount involved. The main
reasons for the rise in fraud include greater use of digital payments, telephone banking, and
online banking services. Growing fraud also means rising losses for financial institutions and
increasing cases for law enforcement to solve.

One way to reduce losses is by adopting Voice Technology (VT), which encompasses voice
biometrics or voice/speech recognition technology. The global adoption of smartphones has led
to a dramatic increase in biometrics for security. However, these methods are cumbersome, not
entirely secure, and vulnerable to deep fakes. With banks and establishments looking for ways
to reduce fraud and identity theft risks, one of the best ways to do this is through the use of voice
biometrics.

An emerging technology, it uses the unique characteristics of a person’s voice as identification.
The technology creates a digital voiceprint and compares it to a caller’s voice. Voice
authentication can significantly improve security over knowledge-based authentication methods,
which fraudsters have exploited to scam people. Compared to other biometrics, voice use is the
cheapest technology, and does not require a reader or special device. It is also non-invasive,
portable and affords remote identification. Although banks have traditionally relied on the use of
passwords, passwords are the weakest link in security (81% of hacking-related breaches involve
weak passwords). Unlike a password, a customer’s voice is impossible to spoof or copy, and is
far more challenging to hack. VT verifies a caller swiftly in seconds by analysing the caller’s
voice and flags suspicious calls. VT allows privacy because it does not require users to reveal
personal information.

Voice biometrics can help financial institutions to ensure higher levels of protection for
customers and employees. In February 2019, HSBC became the first bank to take the
revolutionary leap in introducing voice recognition for mobile banking customers — telephone
banking fraud cases fell by over 50%. The voice biometrics industry is growing exponentially
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now. Experts expect the market to reach a market size of $3.9 billion by 2026, with a compound
annual growth rate of 22.8%.

VT is an essential tool for forensics and law enforcement. By adopting VT, police in India can
stand to gain tremendously, especially with the recent introduction of 5G. The police can
leverage voice to improve investigation efficiency, identify criminals, track criminals, and better
respond to and prevent crimes.

Not surprisingly, voice is finding use from criminal background checks to airport security. Face
recognition technology has a high error rate and works best when the person is looking directly
at the camera. Voice has a much lower error rate, and requires no eye contact. Besides, in the
context of fraud, the Government needs to develop a mechanism for proper coordination
between financial institutions and the police to investigate and prosecute fraudsters, as a fraud
deterrent, and to maintain an extensive database of such criminals. VT has the advantage of
improving user experience, reducing call handle times and call centre costs, besides ensuring
high-accuracy authentication in seconds. It also has the ability to resist playback attacks. The
technology is sensitive enough to detect if someone is impersonating the user or playing a
recording. It can identify even if the user has a cold or a sore throat. On the downside, the
technology may not be 100% foolproof, may give false positives, and has an accuracy between
90% and 99%. But some recent systems which come with voice analytics of gender and age
identification, claim 100% verification accuracy.

Voice could be an excellent tool for the Government to disburse money for various schemes and
verify the proof of life of pensioners from their homes.

Voice biometrics tech is making waves in the world of fraud protection by providing an extra
layer of protection for data. Although the technology is not yet perfect, the potential benefits are
significant. Once it is in place, user establishments can reap the benefits from a substantial
reduction in fraud, making the technology an essential feature in the security toolkit of the future.

K. Jayanth Murali is Director General of Police, Idol Wing CID, Tamil Nadu. The views
expressed are personal. Visit: www.jayanthmurali.com
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UNION HOME AND COOPERATION MINISTER SHRI
AMIT SHAH LAUNCHED THE BORDER SECURITY
FORCE (BSF) MOBILE APP ‘PRAHARI’ AND REVISED
VERSION OF 13 MANUALS IN NEW DELHI TODAY

Relevant for: Security Related Matters | Topic: Various Security Forces & Agencies and their mandate

Union Home and Cooperation Minister Shri Amit Shah launched the Mobile App ‘Prahari’ and
Manual of Border Security Force (BSF) in New Delhi today. Union Minister of State for Home
Affairs Shri Nityanand Rai, Union Home Secretary, Director General of BSF, Chief Secretaries of
Union Territories and several senior officers of the Ministry of Home Affairs, Union Territories
and BSF were also present on the occasion.

In his address, the Union Home and Cooperation Minister said that the BSF ‘Prahari’ app is a
great example of Proactive Governance. Now jawans can get personal information and
information related to accommodation, Ayushmann-CAPF and leaves on their mobiles. Be it
GPF, Bio Data or grievance redressal on “Centralized Public Grievance Redress and Monitoring
System” (CP-GRAMS) or information on various welfare schemes, now Jawans can get all this
information through the app and this app will also connect them with the portal of the Ministry of
Home Affairs. Along with this, he congratulated the BSF Director General Shri Pankaj Kumar
and his entire team for the awaited revision and update in 13 manuals which will increase the
understanding of operations, administration and training and speed up the work. Shri Shah said
that he is sure that this will facilitate the work of all ranks of BSF Jawans and officers. He said
that these new initiatives will bring ease and convenience in the work of BSF.
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The Home Minister said that the Border Security Force guards the most difficult border of the
country. After Atal ji conceptualized ‘One Border One Force’, the responsibility of our borders
with Pakistan and Bangladesh has come under the responsibility of BSF and the brave soldiers
of BSF are manning these borders with great vigilance, strength and promptness as well as
consistent efforts. He said that the security of the borders of the country cannot be ensured by
pillars or fencing, but only by the bravery, patriotism and alertness of the soldiers standing on
that border. On the occasion, Shri Shah said that being the Home Minister of the country, he
would like to praise the bravery, vigilance and alertness of all the BSF personnels.

Shri Amit Shah said that Prime Minister Shri Narendra Modi has recently started the Vibrant
Village programme. He urged all the Border Security Forces that through the Vibrant Village
program, they should make efforts towards increasing tourism in the village, making the village
self-sufficient with complete facilities. Shri Shah said that the security of the border can be
ensured only when the border villages are populated. Along with the deployment of Jawans on
the borders, only the patriotic citizens living in the village can provide permanent security and all
the border guarding forces should strengthen it.

The Union Home and Cooperation Minister said that the Border Security Force has a long
history and has been honored with numerous gallantry awards including one Mahavir Chakra, 4
Kirti Chakras, 13 Vir Chakras and 13 Shaurya chakras. BSF has fought so many battles with
such valour that a book could be written on each war. The Home Minister said that in the last 3
years, 26,000 kg of narcotics and 2,500 arms & ammunition were seized through BSF. He said
that although the anti-drone technology on the border is still at the experimental stage, it has
been successful to a great extent. Within the last 6 months BSF has shot down 22 drones on the
western border, which is a huge achievement. Success is also being achieved against the
drones carrying weapons to spread narcotics and terrorism with nefarious intentions. The Union
Home Minister said that a “BSF Drone/UAV and Cyber Forensic Lab” has been set up in Noida,
through which captured drones have been thoroughly mapped for their linkages and locations
across the border.
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Shri Amit Shah said that fencing could not be done at some places on the border due to difficult
topography. BSF has developed in-house technology for electronic surveillance there, the cost
of which is very low and its efficiency is very high. Shri Shah said that BSF personnel have been
able to secure the border with continuous vigilance. Construction of 140 km of fencing and about
400 km of roads has been completed in difficult places. Along with this, more than 120 border
out-posts have been constructed. The Home Minister said that the Modi government takes care
of the family of the Jawans with the same vigil with which BSF Jawans protect the country at the
border by standing in temperatures ranging from - 40 degree to 46 degree. Shri Shah said that a
new app has been created for housing and within 2 months of its launch, the housing
satisfaction ratio has increased by 10%, which is a huge achievement. He said that this is also a
great example of proactive governance.

The Union Home and Cooperation Minister said that the government has worked for the
development of Border India. 9 Integrated Check Posts have been developed and 14 more are
in the process of being built. The Home Minister told all the senior officers of BSF that it is
necessary that in the border districts all the welfare programs run by the Government of India
and State Governments be 100% implemented with the help of the District Collector. He said
that if we equip those people, who are leaving the border villages, with the Pradhan Mantri
Ayushman Bharat Yojana, then they get a reason to stay in the village. Along with this, if they
are provided with the facilities of gas, electricity and drinking water, then they will also feel that
someone is taking care of them and they should stay here. The Home Minister said that the
initiatives taken by the Prime Minister Shri Narendra Modi to make the country self-reliant should
be implemented with priority in the border areas, and in this the security forces deployed on the
country's borders, especially the BSF, have an important role.

****

NW/RK/AK/RR/AS

Union Home and Cooperation Minister Shri Amit Shah launched the Mobile App ‘Prahari’ and
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Manual of Border Security Force (BSF) in New Delhi today. Union Minister of State for Home
Affairs Shri Nityanand Rai, Union Home Secretary, Director General of BSF, Chief Secretaries of
Union Territories and several senior officers of the Ministry of Home Affairs, Union Territories
and BSF were also present on the occasion.

In his address, the Union Home and Cooperation Minister said that the BSF ‘Prahari’ app is a
great example of Proactive Governance. Now jawans can get personal information and
information related to accommodation, Ayushmann-CAPF and leaves on their mobiles. Be it
GPF, Bio Data or grievance redressal on “Centralized Public Grievance Redress and Monitoring
System” (CP-GRAMS) or information on various welfare schemes, now Jawans can get all this
information through the app and this app will also connect them with the portal of the Ministry of
Home Affairs. Along with this, he congratulated the BSF Director General Shri Pankaj Kumar
and his entire team for the awaited revision and update in 13 manuals which will increase the
understanding of operations, administration and training and speed up the work. Shri Shah said
that he is sure that this will facilitate the work of all ranks of BSF Jawans and officers. He said
that these new initiatives will bring ease and convenience in the work of BSF.
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The Home Minister said that the Border Security Force guards the most difficult border of the
country. After Atal ji conceptualized ‘One Border One Force’, the responsibility of our borders
with Pakistan and Bangladesh has come under the responsibility of BSF and the brave soldiers
of BSF are manning these borders with great vigilance, strength and promptness as well as
consistent efforts. He said that the security of the borders of the country cannot be ensured by
pillars or fencing, but only by the bravery, patriotism and alertness of the soldiers standing on
that border. On the occasion, Shri Shah said that being the Home Minister of the country, he
would like to praise the bravery, vigilance and alertness of all the BSF personnels.

Shri Amit Shah said that Prime Minister Shri Narendra Modi has recently started the Vibrant
Village programme. He urged all the Border Security Forces that through the Vibrant Village
program, they should make efforts towards increasing tourism in the village, making the village
self-sufficient with complete facilities. Shri Shah said that the security of the border can be
ensured only when the border villages are populated. Along with the deployment of Jawans on
the borders, only the patriotic citizens living in the village can provide permanent security and all
the border guarding forces should strengthen it.

The Union Home and Cooperation Minister said that the Border Security Force has a long
history and has been honored with numerous gallantry awards including one Mahavir Chakra, 4
Kirti Chakras, 13 Vir Chakras and 13 Shaurya chakras. BSF has fought so many battles with
such valour that a book could be written on each war. The Home Minister said that in the last 3
years, 26,000 kg of narcotics and 2,500 arms & ammunition were seized through BSF. He said
that although the anti-drone technology on the border is still at the experimental stage, it has
been successful to a great extent. Within the last 6 months BSF has shot down 22 drones on the
western border, which is a huge achievement. Success is also being achieved against the
drones carrying weapons to spread narcotics and terrorism with nefarious intentions. The Union
Home Minister said that a “BSF Drone/UAV and Cyber Forensic Lab” has been set up in Noida,
through which captured drones have been thoroughly mapped for their linkages and locations
across the border.
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Shri Amit Shah said that fencing could not be done at some places on the border due to difficult
topography. BSF has developed in-house technology for electronic surveillance there, the cost
of which is very low and its efficiency is very high. Shri Shah said that BSF personnel have been
able to secure the border with continuous vigilance. Construction of 140 km of fencing and about
400 km of roads has been completed in difficult places. Along with this, more than 120 border
out-posts have been constructed. The Home Minister said that the Modi government takes care
of the family of the Jawans with the same vigil with which BSF Jawans protect the country at the
border by standing in temperatures ranging from - 40 degree to 46 degree. Shri Shah said that a
new app has been created for housing and within 2 months of its launch, the housing
satisfaction ratio has increased by 10%, which is a huge achievement. He said that this is also a
great example of proactive governance.

The Union Home and Cooperation Minister said that the government has worked for the
development of Border India. 9 Integrated Check Posts have been developed and 14 more are
in the process of being built. The Home Minister told all the senior officers of BSF that it is
necessary that in the border districts all the welfare programs run by the Government of India
and State Governments be 100% implemented with the help of the District Collector. He said
that if we equip those people, who are leaving the border villages, with the Pradhan Mantri
Ayushman Bharat Yojana, then they get a reason to stay in the village. Along with this, if they
are provided with the facilities of gas, electricity and drinking water, then they will also feel that
someone is taking care of them and they should stay here. The Home Minister said that the
initiatives taken by the Prime Minister Shri Narendra Modi to make the country self-reliant should
be implemented with priority in the border areas, and in this the security forces deployed on the
country's borders, especially the BSF, have an important role.

****
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